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Preparing your
Data Center for

Disaster
Recovery
Has Data Center
Spending Returned?
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It’s Time to
Change Our
New-Data-Center
Startup Process
BY DAVID BOSTON
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irtually all owners consider their data centers to be
critical. If you operate such
a facility, your highest objective is to achieve continuous
operation, because the consequences of an
interruption to data processing are costly
and painful. When they agree to construction of a new data center, those approving
the funding typically do so with an expectation that the new facility will outperform
the previous one. Much pressure falls on
the group that will operate the new building’s infrastructure, yet the startup process
almost always fails to prepare them
adequately for success.
If we are uncomfortable handing
the car keys to a new driver who has had
no driver training, why do we assume the
team that will operate and maintain the
new data center needs no dedicated time
to practice with the new systems they are
tasked to keep running continuously?
Our industry has indeed made great
strides in validating new facility infrastructure systems before construction is complete. The practices of factory acceptance
testing and multilevel commissioning help
ensure each component and system behave
as expected under all conditions. Effective commissioning also ensures that all of

classroom instruction, then hands-on
instruction in the presence of a qualified
trainer; they then perform solo operation while accompanied by the instructor.
If you have not personally observed the
commissioning and startup of a new data
center, you might assume that the team
tasked with operating the infrastructure
systems would receive a similar training
sequence. With rare exception, you would
be quite wrong.
Today’s typical data center startup
process offers the team that will operate
the facility only the barest opportunity to
understand how all systems should operate, particularly in response to component
failures and during system transfers—before and after maintenance. This situation
owes largely to the significant tension that
the sacrosanct construction completion
date creates. Once established at the onset
of the project, the general contractor and
equipment suppliers are increasingly pressured to meet this deadline. Performancebased payments and reputations are tied to
this milestone measurement.
As a result of this significant dynamic, any planned operator training is
generally rushed. Operators often refer to
the experience as “trying to drink from a
fire hose.” If any part of the construction

even qualified and experienced facilities
operators to seamlessly operate their new
systems despite inadequate training.
Each team of data center facility operators requires extensive, individualized
training and practice time, just as those
who operate aircraft, submarines, ships
and other complex systems receive. We
expect training for these professions to be
comprehensive, but we ignore our failure
to provide similar training to our own
critical-systems operators.
Once construction and commissioning are complete, each owner should
provide the following:
• System overview training conducted
by the engineers of record
• Systems training delivered by individual suppliers, with hands-on time
provided to each operator for “normal operation” as well as “configuration changes” for repair/maintenance
• Four to eight weeks of practice time
using system transfer procedures to
make configuration changes, as well
as simulating emergency-response
scenarios
It is truly within the owner’s control
to set a schedule that includes one to two
months of rigorous hands-on training
for the new facility’s operators. A hand-
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the systems interact properly when utility
sources, individual infrastructure systems
or components fail. Together with improved quality in the design and manufacture of many infrastructure systems, these
commissioning practices have dramatically
reduced the odds of equipment failures
that can affect data processing over the
facility’s life span.
But the above-mentioned process
improvements largely fail to address the
greatest risk of downtime: human error.
Industry surveys have consistently found
that mistakes made by those operating and
maintaining critical facilities are the most
frequent cause of disruptions. Examples
include inadequate staff size, lack of procedures, incorrect procedures, inadequate
funding and, perhaps most importantly,
inadequate training.
To expand on the driver’s education
comparison, novice drivers are first given
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and commissioning process falls behind
schedule, significant portions of scheduled
training may be skipped altogether. Even in
the best scenario, multiple vendor training
sessions are scheduled in the same week
and conducted with the entire group of
new operators, instead of individually.
Thus, no more than one team
member receives “hands-on” practice, as
the rest observe and try to hear over the
noise of the equipment in operation—often
while commissioning is being conducted
in the same room. Would you be confident
driving for the first time if you had only
observed the instructor from the back of a
fully occupied vehicle, with all of the passengers talking during the instruction?
This common scenario represents the
most glaring omission from our industry’s
efforts to continually improve reliability.
Data center owners as a group have failed
to recognize the true risk of expecting

ful of owners have done so. Many will
assume they cannot afford this investment,
owing to the cost of the labor involved
and because of the pressure to begin data
processing quickly. This decision should be
made carefully and driven by the impact of
downtime for the organization. On average, recovery from a single downtime event
requires four hours or more before all data
processing is restored. For many companies, this downtime equates to a loss of
several million dollars. The cost to operate
the new facility in “practice mode” for two
months will be dramatically less.
Over the lifespan of a data center
facility, the payback for scheduling and
implementing comprehensive site-specific
training and practice time for your building operators will be immense. They will
have no other opportunity to develop the
confidence you expect them to acquire. n
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