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OVER THE LAST 15 YEARS, most 
building operators have come 
to recognize people account for 
the majority of interruptions 
to critical operations. Human 
error is identified as the root 
cause in 60 percent to 80 percent 
of downtime events, year after 
year. Infrastructure systems and 
component failures still merit 
attention, but today’s rigorous 
design, construction, and com-
missioning practices generally 
provide an expectancy of smooth 
equipment operation for 10 years 
or more. Assuming your facility 
is provided adequate systems, 
redundancy, and capacity, more 
attention should be focused on 
successful operating practices to 
ensure human error potential is 
absolutely minimized. 

A majority of building own-
ers fail to develop and imple-
ment effective operating strate-
gies. This is alarming, given the 
industry’s awareness that people 
present the greatest risk. People 
are critical to successful building 
operations, to ensure regular 
maintenance is performed, 
customer requests are fulfilled, 
and to respond to unexpected 
system incidents. It is the facility 
manager’s job to provide them 

the tools to be successful.    
As a facility manager begins 

to implement (or enhance) the 
optimal facilities operations 
strategy, the first step is precise 
delineation of responsibilities 
between departments. Next, will 
be developing work rules unique 
to the facility and securing re-
quired executive endorsement. 
Once staff size and structure 
effectively match operations 
goals, annual objectives, and 
assigned ownership of sys-
tems, tasks and processes may 
be completed. With assigned 
owners and dedicated time 
provided for procedures and 
training programs, multi-month 
projects may be conducted to 
complete these objectives. Staff 
retention incentive plans may 
be developed simultaneously 
with the procedures and training 
program efforts.

Here’s how facility managers 
can incorporate each of these 
components into their critical 
facility operations strategy.  

Clarity of task and 
process ownership. In 

most facilities, multiple 
departments are involved in 

delivering services to the 
organization’s end customers. 
Those who operate and install 
computer hardware, those who 
manage networks, the security 
team, and the facilities group are 
all present in a typical data 

center. These groups often 
occupy their own designated 
spaces where some of their tasks 
and processes are performed. 
When these areas are physically 
separate and secured, it is 
generally understood which 

7 Steps to Minimize the Potential 
For Human Error in Critical Facilities
The greatest cause of downtime is the   
most avoidable by david boston

Formalized communicati on between the facility department  
and IT — for example, letti  ng the facility manager know in advance 
about hardware additi ons — is a key step to preventi ng errors.
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department is responsible for functions 
performed within, making written processes 
less critical. 

Written processes are much more 
important when addressing areas where 
personnel from multiple departments have 
access. In the case of a data center facility, 
the computer room is most critical. Tasks 
performed there present the greatest risk 
of error, because multiple departments are 
involved and a higher frequency of human 
activity occurs within the room.

To reduce the high potential for error when 
multiple groups work together in one space, 
it is necessary to develop written mutual ex-
pectations between the departments involved. 
Some organizations refer to these as internal 
service level agreements. The documents 
can be as simple as one page, but must be 
endorsed by each department head and be 
consistently enforced. (See “Example of Inter-
nal Service Level Agreement,” right.) 

A significant level of detail is needed in 
establishing “ownership” of key functions 
such as power distribution and master plan-
ning (the location of computer hardware de-
vices for optimal cooling and performance). 
Without it, interruptions to the operation 
may become common. Interruptions most 
often occur when someone that does not 
have knowledge, training, and experience 
with the proper procedure attempts to 
install or remove a computer device. 

Appropriate staff size and structure. 
Operations objectives should drive 

the appropriate size and structure of the 
critical facilities staff. If the organization can 
survive occasional unexpected interrup-
tions to cooling or power at the critical 
facility, then a single day shift operation on 
weekdays may well suffice. In this scenario, 
the facility staff plan provides for a regular 
presence to support customer requests. 
Preventive maintenance (PM) tasks may 
also be performed during the weekday shift. 
If the infrastructure systems are concur-
rently maintainable, overtime will not be 
required, unless there is a lengthy repair or a 
special project to support. Incident response 
on weekends or during evenings will 
sometimes result in operations interrup-
tions before someone can react to a call-in.  
Generally, five to seven individuals and a 
manager will effectively cover the workload 
in a single shift operation model for a 
standalone critical facility. A higher than 
average volume of PM tasks or customer 

requests may dictate a few additional staff 
members. More staff members will be 
needed if the critical facility is part of a 
larger campus or “shares” a larger building 
with non-critical functions. In “shared” 
operations, it is advisable to designate 
sub-groups within the facilities department, 
with separate supervisors and subordinates 
supporting the critical and non-critical 
areas, reporting to one manager. This 
ensures the critical operation does not suffer 
from a distracted facilities staff, as often 
happens when there is no separation.

If the organization’s objectives require 
that the potential for a facilities-related in-
terruption to the critical operation be abso-
lutely minimized, a more robust staff plan is 
needed. A minimum of two people on each 
shift, when provided effective procedures 
and training programs, can confidently 
respond to all mechanical and most fire pro-
tection systems incidents before they cause 

operations interruptions. Electrical systems 
incidents will also be resolved more quickly 
with this model. For a standalone facility, a 
minimum of nine shift engineers is required 
(one to cover sick time and vacation), in ad-
dition to two or more project coordinators 
and a manager.

Workload balance and accountability. 
Instead of relying on a group to 

collectively perform all projects, PM tasks 
and customer requests successfully, it is 
essential to distribute ownership of specific 
activities to individuals. With this approach, 
the facility manager has a single individual 
to interact with when a process, task, or 
request needs attention. More importantly, 
individual staff members will gain increased 
knowledge, confidence, and pride in 
performing their responsibilities when 
expectations are clearly defined. The group 
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should share common 
objectives for continuous opera-
tion and safety, but the 
remainder of their task and 
process assignments should be 
individually assigned and 
documented as part of their 
annual objectives discussion 
with their manager.  A few 
examples of individually 
assigned ownership functions 
are procedures programs, 
change management, power 
quality monitoring, safety 
programs, water storage and 
water treatment, and computer 
room air handlers. 

Rigorously applied work 
rules. This is perhaps the 

simplest and most effective step 
to take towards minimizing 
human error, and one of the least 
implemented. The intent is to 
require every individual who will 
set foot in the facility to read, 
discuss, and sign a document 
that spells out common rules for 
working in the building. By 
explaining the most common 
risks to the operation and 
establishing expected behaviors 
before an individual enters the 
building for the first time, a 
significant number of incidents 
may be avoided.

One factor seems to prevent 
this practice from being more 
universally implemented: the 
executive in charge of the criti-
cal facility (who all the collective 
departments involved ultimate-
ly report to) fails to demand 
that every person is required 

to read, discuss, and sign the 
document. Executive backing 
is essential because 15 to 30 
minutes are required to review 
the document with every new 
person a department hires or 
contracts. The practice applies 
to all employees, management, 
contractors and vendors. (A se-
nior executive is just as capable 
of causing interruptions as an 
electrician, if the executive lacks 
familiarity with the facility’s 
unique processes.)

A successful work rules 
document will incorporate 
everything from the mundane 
(no food or beverages in critical 
areas) to life safety (appropri-
ate arc flash gear will be worn 
during certain electrical work 
activities). 

A comprehensive, 
site-specific procedures 

program. Those who maintain 
the critical facility’s infrastruc-
ture systems require written 
procedures to consistently carry 
out riskier activities such as 
system transfers, when system 
redundancy is reduced as 
equipment is brought off-line 
for maintenance or repair. Just 
as important are procedures for 
resolving emergency scenarios. 
A critical facility may require 150 
to 200 documents to cover both 
of these categories, due to the 
number of infrastructure 
systems involved. This number 
seems high when compared to a 
non-critical facility’s needs. 
However, by comparison to 

another critical endeavor, it is 
roughly one-fifth the number of 
procedures required for 
operating a nuclear submarine.

In all cases, procedures 
need to be site-specific, as each 
facility’s configuration is unique. 
One individual on the facilities 
staff must be assigned the role 
of procedures owner and be 
provided dedicated time each 
month to make continual prog-
ress with the program. Typically, 
the procedures owner is provided 
a contracted resource to get the 
program started. 

Establishing a master list and 
a standard format are important 
initial steps. A single owner will 
ensure all procedures are similar, 
so as to minimize confusion for 
the reader. Testing each draft doc-
ument for clarity is essential. This 
should be done with the least 
knowledgeable individual on the 
team, which will vary for each 
system. An intuitive filing system 
is needed, both electronic and 
hard copy, so the documents may 
be accessed quickly in an emer-
gency. Less critical categories of 
procedures, such as non-invasive 
PM tasks and building inspec-
tions, do not require the same 
level of formality or rigor.

Site-specific infrastruc-
ture systems training. 

When a procedures program is 
substantially developed, it is 
critical to leverage the informa-
tion created to serve as a 
training tool. Through repetitive 
practice, confidence will be 

instilled in the facilities team. 
There are two types of critical 
training, just as there are two 
types of critical procedures.

First, for scheduled events 
which involve system trans-
fers, the facilities manager 
should methodically schedule 
a rotation of individual facilities 
team members to perform the 
“hands-on” transfer of a system 
each time a given PM or repair 
will occur. A more experienced 
team member should serve 
as the “instructor” for the less 
experienced individual who will 
actually perform the transfer. 
Over the course of a year, most 
of the system transfer pro-
cedures will be utilized. This 
serves as invaluable training. 
Each year, more of the team 
members will have the chance 
to perform each transfer.

Separately, it is important to 
schedule simulated emergency 
event response training, as 
this will be the only chance the 
facilities team members have 
to develop confidence in their 
expected response to the emer-
gency conditions the group has 
identified. A repetitive monthly 
training program should be de-
signed and implemented for the 
facilities group. Pre-determined 
training session dates should 
be identified on the calendar 
and clearly communicated to all 
shift team members, along with 
the requirement to attend.

The facilities group should 
draw from their list of acknowl-
edged experts for each infra-
structure system to serve (or 
assist facilities staff members) as 
the initial “trainers” for the indi-
vidual systems training sessions. 
The first couple hours of month-
ly training should be conducted 
in a classroom setting with a 
group review of written system 
descriptions and emergency pro-
cedures for the selected systems, 
including time for questions and 
answers. The trainer should then 
conduct hands-on training for 
pairs of shift engineers (on each 
shift separately), during the same 

examples of critical facility  
work rules documents 

HERE ARE SOME OF THE MANY EXAMPLES OF WORK RULES DOCUMENTS 
AVAILABLE ON THE INTERNET 

• www.lamdahellix.com/assets/contents/files/Uptime_Procedures_Guidelines.pdf

• savvisstation.savvis.com/docs/welcome/welcome_guide_html/dc_guidelines/ 
work_rules.html
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week as the group training ses-
sion. One individual should read 
aloud the steps of the procedure 
while a second individual per-
forms the steps. Each pair of shift 
engineers should perform this 
portion of training separately, to 
ensure wording is clear to all.

Incentives for staff reten-
tion.  Experience with 

unique system configurations 
in a critical facility contributes 
greatly to continuous operation 
success. Managers should 
implement methods to help 
retain valued, dedicated staff 
members, whether in-house or 
outsourced. Each year of 
experience gained increases the 
likelihood an individual will 
make the best decision in a 
crisis and effectively follow the 
appropriate procedure when 

performing a scheduled task. 
The following ideas have 
worked successfully for others, 
though not every method may 
apply for a given organization:

• Benchmark with other crit-
ical facilities owners to ensure 
your organization’s  compensa-
tion and benefits are slightly 
higher than most in your area.

• Offer monetary incen-
tives and public recognition for 
group and individual accom-
plishments, such as continuous 
operation milestones.

• Rotate ownership of 
individual processes and in-
frastructure systems every two 
to three years to increase the 
knowledge level and confi-
dence of all team members.

• Actively solicit innovative 
ideas from all team members, 
with a focus on systems reli-
ability and efficiency.

Involve each team member 
as a trainer for the rest of the 
group, when a system they are 
responsible for is reviewed as 
part of the training program or 
when a new staff member is be-
ing oriented to the facility.

Require that valued incum-
bent team members be hired 
by the incoming provider when 
a transition to a new out-
sourced staff provider occurs. 

Clearly, a concerted invest-
ment of time is involved in 
effecting a highly reliable 
operations strategy. Yet each 
strategy component outlined 
above is achievable with an 
expense budget investment. 
Once in place, time required 
to sustain the program is 
substantially less. Those who 
have successfully implemented 
these practices have seen their 
continuous facilities operation 

record extend exponentially, 
to upwards of five to 10 years 
without a single computer 
device interrupted — truly a 
multi-million dollar savings for 
many owners.  

David Boston began his criti-
cal facilities career as Facilities 
Manager for GTE Data Services 
from 1985-1995. With the Up-
time Institute, he assisted data 
center management teams for 
14 years in two roles: Site Uptime 
Network program director and 
facility assessment consultant. 
Since 2006, his firm has inde-
pendently provided assessments, 
staff plans, and the development 
of comprehensive procedures 
and training programs. He 
may be contacted at
DBoston@tiepoint.com.

Email comments to edward.
sullivan@tradepress.com.
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